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DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECGIFICATION

1. GLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

i _ SECRET
(The requirements of thelDoD Industrial 'Securlty Manual apply T TEVELOF SAFESUARDING SEGURED
to all security aspects of this effart,) SECRET
2. THIS SPECIFICATION IS FOR: (X and complate as applicabla) 3. THIS SPECIFICATION 15: (X and complata as spplicable)

a. PRIME CONTRACT NUMBER

X

a. ORIGINAL (Compiete date in ail cages)

Dale (Y¥YYMMDD)
20040212

b. SUBCONTRAGT NUMBER

b, REVISED (Supersades | Revision No Date (YYYYMMDD)

all pravious spacs)

X

¢. SOLICITATION OR OTHER NUMBER DUE DATE (Y¥YYMMDD)
BAA 04-16

20040421

¢. FINAL (Complate item & In ali cases)

Dale (YYYYMMDD)

Claggifled matarial racai:vau or generated undar

4.1 THIS A FOLLOW-ON CONTRACT? | ves | X | NO. If Yas, complate the foliowing:

(P ing Contract Number) s transferred 1o this fallow-on contract,

5. 15 THIS A FINAL DD FORM 254?

In respanse to the contraciar's request dated

| |YEs | X IND. If Yes, complets the tallowing:

, retention of the elassified materlal Is authorized for the period of

€. CONTRACTOR (Inciuria Commercia! and Gavernmant Entity (CAGE) Cade)

4. NAME, ADDRESS, AND ZIF CODE b. CAGE CODE (e. COGNIZANT SECURITY OFFICE  (Name, Address, and Zip Code)

7. SUBCONTRACTOR

2. NAME, ADDRESS, AND ZIF CODE

b. CAGE CODE |¢. COGNIZANT SECURITY OFFICE  (Name, Address, and Zip Coda)

8. ACTUAL PERFORMANCE

B LQCATION

b. CAGE CODE |c. COGNIZANT SECURITY OFFIGE  (Name, Address, snd Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROGUREMENT
Program: RAID
Program Manager: A)exander Kott

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11. IN PERFOAMING THIS CONTRACT, THE GONTRACTOR WILL: YES | NO
& COMMUNIGATIONS SECURITY (COMSEG) INFORMATION X a HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER x
CONTRAGTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b, RESTRICTED DATA X__| b RECEIVE CLASSIFIED DOCUMENTS ONLY X
| X 5. A T X
4. FORMERLY RESTRICTED DATA X | d. FABRICATE MODIFY, OR STORE CLASSIFIED HARDWARE X
. INTELLIGENGE INFORMATION & PERFQAM SERVIGES QNLY X
1) Sansiiva Gompanmentad informalion (3C1) x | I HAVE ACCESS TO U8, CLASSIFIED INFORMATION OUTSIDE THE U5, X
PLEATO AIEG, U.E. POSSESSIONS AND TAUST TERRITORIES
' 0. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL
(3) Man-5C1 . X_| INFORMATION GENTER (DTIC) OR QTHER SEGONDARY DISTRIBUTION CENTER L
L._SPEGIAL ACCESE INFORMATION X_| h ACQUIRE A COMSEC ACCOUNT X
2. NATO INFORMATION X ] I HAVE TEMPEST AEQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X L HAVE OPERATIONS BECURITY {OPSEC) AEQUIREMENTS X
i LIMITED DISSEMINATION INFORMATION X_| k BE AUTHORIZED TO USE DEFENSE COURIER SERVICE X
j. FOR OFFICIAL USE ONLY INFORMATION X 1, OTHER (Soecity) x
k. QTHER (Specity) ; X Aulemated information Syslems (AIS)
L ‘
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12. PUBLIC RELEASE.  Any Information (Classified or ur il 0 ta this contract shall not ba released for public dissermination except as pravided
release by appropriate U5, Governmant authorlty. Proposed public releages shall be

P
by the Industrial Security Manual or uniess It approved i
submitted for approval prior to release Direct Through  (Specify)

Pubiic Release notautharized

o the Directorate for Freedom of Information and Security Review, Offica of the Assigtant Secretary of Defense (Publie Atfairs)” lor review
- in the case of non-DaD User Agenvies, raquests for disclosurs shall be submitied to that agency,

13, SECURITY QUIDANGE.  ‘Thm security claesification guidance needed for this classified effort Is identilled below. If any ditficulty ls encountered in applying

thig guldance or If any other contributing factor indicates a need for chariges in this guidance, the contractor Is authorized and encouraged 1o provide
recommended changas, to ehallengs the guidance or the classification assigned to any infarmation or material furnished or generated under this conlract;

and to submit any'questiona for Interpretation of this guidance te the offiial [dentifled below. Pending Mnal dacision, the infarmation Involved shall be

handled and protected atihe highest lavel of ification assigned or r (Fill in gs appropriate for tha ciassifiad affort. Attach, or forward undar
sapargte correspondancea, any d a/guic f herain. Add sdoitional pages as necded o pravids complate guidance.)

See attachment 1

Item 17f:

IX0 PM '
IXO TOSR
Claggification Management

14, ADDITIONAL SECURITY AEQUIREMENTS.  Raguiremants, in addition 10 ISM ragjuirements, are astablished for this eontract, I |Vee l X INo
(}f Yes, idantify the pertinent cortractual clausas In the contract documeant iser, or provida an appropriate statement which ldentifies tha additional
raquirarments, Frovide a copy of the requirements to tha cognizant sacurlty offica. Use item 18 if additional space I naedsd,)

15. INSPECTIONS.  Elements of this contract are outslde tha inspection respensibility of the cognlzant security office, Yo | X INo
(F Yes, explain and icantify specific arsas or elements carved out and the activity rasponsibie for inspections. Use iterm 13 if adaitional Spaca ig needed,

16. CERTIFICATION AND SIGNATURE.  Security requirementa stated herein are plete and for g g Lhe classifled
Inf to ba ral or under thia clasgifled sfiort. All queations shall be referred to the official named below.
8. TYPED NAME OF GERTIFYING QOFFICIAL b. TITLE €. TELEFHONE (Include Area Code)
J.B. Copeland Contracting Officer for Security Matters 703-526-5631
d, ADDRESS (Includa 2)p Code) 17. REQUIRED DISTRIBUTION
Defense Advance Research Projects Agency (DARPA)
3701 N, Fairfax Drive X_[= conTRACTOR
Arington, VA 22208 b. SUBCONTRAGTOR
Pa X__|e. COGNIZANT SECURITY OFFICE FOR FRIME AND SUBGONTRACTOR
d. U.5. ACTIVITY RESPONSIBLE FOR OVEREEAS SECURITY ADMINISTRATION
X __lo. ADMINISTRATIVE CONTRACTING OFFICE
X__| oTHERS AS NECESSARY

DOYFORM 254 (FACK), DEC 1999 UNCLASSIFIED



FEB-13-2884 ©3:11 DARRFA 1x0 FP.@3

-ATTACHMENT #1 TO BAA-04-16

Kor Block 13

Iﬁems 10a & 11h. Contractor is authorized the use of secure telephones (STU-III/STE)
with fax. Access to classified COMSEC information requires a final U.S, Government
clearance at the appropriate level. Further disclosure of COMSEC information bya
contractor, to include subcontracting, requires prior approval of the contracting activity.

Item 10§, “FOR OFFICIAL USE ONLY" (FOUO) is not a classification marking, It
identifies unclassified DoD information that is exempt from publi¢ disclosure. It must
1ot be given general circulation without receiving public release authority in accordance
with Block 12, above. FOUQ information will be marked, transmitted, safeguarded and
disposed of in accordance with DoD Reg. 5400.7, dated September 1998,

Ittm 11¢. Classified material generated in suppott of this BAA shall be ¢lassified in
accordance with the source material used or DARPA security classification guidance,
which will be provided by the DARPA program manager, All classified information
received or generated under this BAA is the property of the U.S. Government. At the
termination or expiration of this BAA, DARPA will be contacted for proper disposition
ingtructions.

Item 12. Five (5) paper copies and one (1) electronic copy on disk with full text must be
provided at least sixty (60) days prior to the requested release date.

Additional:

a. |Reports of loss, compromise or suspected compromise shall be provided to the
Céntractmg Officer for Security Matters, DARPA within 24 hours of the incident, in
addition to the reporting requirements to DSS outlined in the NISPOM.
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