UNCLASSIFIED

DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirermenis of the DoD Industriai Security Manual apply
to alf security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE HECRHRED
SECRET

b. LEVEL OF SAFEGUARDING REQUIRED
SECRET

2. THIS SPECIFICATION IS FOR:

X and complele as applicable)

3. THIS SPECIFICATION IS: {X and compiete as applicable]

a. PRIME CONTRACT NUMBER

¥ | a. oriGINAL (Compiste date in all cases)

Date (YYYYMMOD]
20041013

b. SUBCONTRACT NUMBER

b. REVISED (Supersedes
ail previous specs)

Revision No

Date (YYYYMMDD)

X BAA 05-04

¢. SOLICITATION OR OTHER NUMBER

20041013

DUE DATE (YYYYMMDD)

¢. FINAL (Complete item & in all cases)

Date (YYYYMMDD)

4,15 THIS A FOLLOW-ON CONTRACT?

Classified material received or generated under

| | ves

I X lNO. If Yes, compiete the following:

{Preceding Contract Number)

is transterred 1o this follow-on confract.

5. 1S THIS A FINAL DD FORM 2547

‘ IYES I X lNO, i Yes, compiete the foliowing:

in tesponse 1o the contractor's request dated

| retention of the classified material is authorized for the period of

8. CONTRACTOR (Inciude Commercial and Government Entity (CAGE) Code}

a NAME, ADDRESS, AND ZIP CODE b. CAGE CODRE | ¢ COGNIZANT SECURITY OFFICE  {Name, Address, and Zip Code}
7. SUBCONTRACTOR

a NAME, ADDRESS, AND ZIP CODE b. CAGE CODE |c. COGNIZANT SECURITY OFFICE  {Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE {c. COGNIZANT SECURITY OFFICE  (Name, Address, and Zip Code}

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Program: Dynamic Tactical Targeting: Tactical Exercises and System Testing (BTT:TEST)
Program Manager: D7. Robert Tennay

0. THIS CONTRACT WILL REQUIRE ACCESS TO: YES 1 NO | 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR Wii: YES | NO
4. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER X
CONTRACTOR'S FACILITY OR A GOVERNMENT ACTVITY
b, RESTRICTED DATA X | b RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | o RECEIVE AND GENERATE CLASSIFIED MATERIAL X
¢, FORMEALY RESTRICTED DATA X | d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e, INTELLIGENCE INFORMATION e, PERFORM SERVICES ONLY X
(1 Sersties Compartmerted Hfomaten (501 X | s U POtseamons e Thust TeRATORES | X
g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL
{2} Non-SCH X | INFORMATION GENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER X
f. SPECIAL ACCESS INFORMATION X | h REGUIRE A GOMSEC ACCOUNT X
g. NATO INFORMATION X | i HAVE TEMPEST REGUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATION INFORMATION % | k BE AUTHORIZED TO USE DEFENSE COURIER SERVICE X
i, FOR OFFICIAL USE ONLY INFORMATION X i OTHER (Specity) X
k. OTHER (Specify; X Automated Information Systems {AIS)

DD FORM 254, DEC 1999

PREVICHUS EDITION IS OBSOLETE.
UNCLASSIFIED




UNCLASSIFIED

12. PUBLIC BRELEASE.  Any information (Classified o unclassified) pertaining to this contract shall not be released for public dissemination except as provided
by the industrial Security Manual or uniess ith n approved for ic release by appropriate U.S. Government authority. Proposed public releases shalt be

subrmitted for approval prior to release X;; 1 Direct Through  (Specify}
No Public Release Authorized.

ta the Directorate for Fraedom of information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs}” for review
* in the case of non-DoD User Agencies, requests for disciosure shail be submitted to that agency.

13. SECURITY GUIDANGE.  The security classification guidance needed for this classified effort s identifiad below. H any difficulty is encountered in applying

this guidance or if any other contributing tactor indicates a need for changes in this guidance, the contractor is autherized and encouraged o provide
recommended changes; to chalienge the guidance or the classification assigned to any mformation or malerial furnished or generated under this contract;

and {6 submit any questions for interpretation of this guidance 1o the official identified betow. Pending final decision, the information invoived shaf be

randied and protectad af the highest leve! of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under
separate correspongance, any documents/guides/extracts referanced hersin. Add additional pages as needed to provide complete guidance. }

-

Sege attachment 1
Item 17f:
Program Manager

IXO TOSR
STD Classification Management

15, ADDITIONAL SECURITY REQUIBEMENTS.  Reguirements, in addition to ISM reuirements, are established for this contract. l lYas { X lNo
(i Yes, identify the partinent contraciual CIauses i the coniract document itself, or provide an appropriate statement which identifies the additional
requirements. Provida a copy of the requirerments (o the cognizant security office. Use ftem 13 if additional space is needed

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. l IYes { X ]No
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use item 13 if additional space is needed.)

16. CERTIEICATION AND SIGNATURE,  Security requirements stated herein are complete and adequate for safeguarding the classified
information 1o be released or generated under this classified etfort. Ali questions shalf be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b TITLE o TELEPHONE {include Area Code)
J. B. Copetand Direcior, Security and intefligence Directorate 703-526-8631
d, ADDRESS {Inciude Zip Code) 17. REQUIRED DISTRIBUTION

Defense Advanced Ressarch Projects Agency (DARPA)
3701 N. Fairfax Drive X la CONTRACTCR

&.
Arington, VA 22207\ /; Vi b SUBCONTRACTOR
2 i 'f\% / / / X

Pl | COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
6. SIGNATUYR I /
A X

154

& T

OTHERS AS NECESSARY

. UL8. ACTIVITY RESPONSIELE FOR OVERSEAS SECURITY ADMINISTRATION
. ADMINISTRATIVE CONTRACTING OFFICE

DD qff:anm 254 (BAGK), DEC 1999 UNCLASSIFIED
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ATTACHMENT #1 TO DD FORM 254 FOR BAA-05-04

For Block 13

Ttems 10a & 11h. Contractor is authorized the use of secure telephones (STU-LII/STE)
with fax. Access to classified COMSEC information requires a final U.S. Government
clearance at the appropriate Jevel. Further disclosure of COMSEC information by a

contractor, to include subcontracting, requires prior approval of the contracting activity.

Ttem 10j. “FOR OFFICIAL USE ONLY” (FOUO) is not a classification marking. It
identifies unclassified DoD information that is exempt from public disclosure. It must
not be given general circulation without receiving public release authority in accordance
with Block 12. above. FOUO information will be marked, transmitted, safeguarded and
disposed of in accordance with DoD Reg. 5400.7, dated September 1998.

Item 11c. Classified material generated in support of this BAA shall be classified in
accordance with the source material used or DARPA security classification guidance,
which will be provided by the DARPA program manager. All classified information
received or generated under this BAA is the property of the U.S. Government. At the
termination or expiration of this BAA, DARPA will be contacted for proper disposition
instructions.

Item 11g. The contractor must prepare and forward DD Forms 1540 and 2345 to the.
COR for authorization before the services may be requested. Technical information on
file at DTIC will be made available to the contractor if the contractor requires such
information. The contracting officer will certify the field of interest relating to the BAA.

Additional:

a. Reports of loss, compromise or suspected compromise shall be provided to the
Contracting Officer for Security Matters, DARPA within 24 hours of the incident, in
addition to the reporting requirements to DSS outlined in the NISPOM.
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