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DEPARTMENT OF DEFENSE 3 SLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION o G AEANCE REQUIRED
(Tha requirements of the Do} Industrial Security Manual apply b, LEVEL OF SAFEGUARDING REQUTED
to all security aspects of this effort.) TOP SECRET

3. THIS SPECIFICATION IS: (X and complots a5 applicabie)

b, SUBCOMTRACT NUMBER

alf previous speca)

2. THIS SPECIFICATION IS FOR: (X and complate as applcabie)
8. PRIME CONTRACT NUMEER X | a OFIGINAL (Complele date in all cases) Lata (YYYYMMOD)

. 20031205
b. REVISED (Supsreetss | Revigfon No Dale (YYYYMMOD)

& SOLICITATION OR COTHER NUMBER
X BAA-04-05

DQUE DATE (YYYYMMDD}

20040213

. FINAL (Compiata itarm 5 in all cases)

Date (¥YYYMMOD)

4. 18 THIS A FOLLOW-ON CONTRACT? I ‘

Clussiiad material recelved o generated undar

YES | X IND, I Yes, complete the following:

(Preceding Cantract Number) i transferrad to this follow-on contragt.

B. IS THIZ A FINAL DD FORM 2547 | l
In respanse t the contractora request daled

YES | X INo. Il Yes, complata the following:

» relention ef the classlifled material is suthorized for the period af

6. CONTRACTOR (inefude Commareial and Sovammert Enfily (CAGE) Coda)

& NAME, ADDRESS, AND ZIF GODE

b. CAGE CODE |c. COGNIZANT SEGURITY OFFICE (Nama, Address, and Zip Code)

7. SUBCONTRACTOR

8. NAME, ADDRESS, AND ZIF CODE

b, CAGE CODE e, COGNIZANT SECURITY OFFIGE  (Name, Address, and Zip Coda)

8. ACTUAL PERFORMANCE

a. LOCATION

b. CAGE CODE [c. COGNIZANT SECURITY OFFICE (Name, Addresg, and 2ip Gode)

Program: HURT
John Bay PM IX0

8. GENERAL IDENTIFICATION OF THIS PROCUREMENT

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11. tN PERFORMING THIS CONTRAGT, THE CONTRACTOR WiLL: YES | NQ
L E ACCH LASAIFI FLMA AT
8. GCOMMUNICATIONS SECURITY (COMSEC) INFORMATION X gc;':j'#‘ ADTDIE!%SSJ.SG.I?. plogut E%gcgﬁwg‘“'?r“ ﬁ?k}w ANOTHER X
b, RESTRIGTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
X | ¢ fAF X
d._FORMERLY RESTRICTED DATA X | d. FABRICATE, MODIFY, O STORE CLASSIFIED HARDWARE X
9. INTELLIGENGE INFORMATION a. PEAFQAM SERVICES ONLY X
(1) Sensitive Comparimentsd Information (SC1) x | ! HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE 1.8, X
PUERTO RICO, U.5. FOSSESSIONS AND TRUST TERRITORIES .
Q. BE AUTHORIZED TQ USE THE SERVICES OF DEFENSE TECHNIGAL
(2) Nem-5C) X | INFORMATION CENTER (OT15) OR OTHER SECONDARY DISTRIBUTION CENTER X
SPECIAL AGCESS INFORMATION X | n REQUIRE A COMSEC ACCOUNT X
» NATD INFORMATION X i, HAVE TEMPEST REQUIREMENTS X
_FOREKIN GOVERNMENT INFORMATION X | ). HAVE ORERATIONS SECURITY (OPSEC) REQAUIREMENTS X
LIMITED DISSEMINATION INFORMATION X_| . BE AUTHORIZED TO USE DEFENSE couaﬁge_awce X
FOR OFFICIAL USE ONLY INFORMATION X I. OTHER (Spech) X
OTHER (Spandy) X Aulgmated Informatien Syslems (AIS)

J FORM 254, DEC 1959

PREVIOUS ECNTION IS OBSOLETE,
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12. PUBLIC RELEASE.  Any Inlormation (Classifled or unclassilied) pertaining to this contract shall nat be released for publle dissemination except as provided
i release by appropriate U,S, Governmant autherity, Propased publlc releases shall ba

by tha Industrial Securlty Manual or unless it approved
submitied far approval prior 1o release Diract Through  (Spechy)

No Public Ralease Authorized

to the Directorate for Freedom of Information and Securlty Review, Office of the Assistanl Secratary of Defense (Public Affairs)* lor review

* In tha casa of non-Dol} Usar Agencles, requests for disclosure shall be submitiad to that agancy.

13, SECURITY GUIDANCE.  Ths security classlfication guidante naadsd for this classiflad etfort |s [dentified below. Il any difficuity I8 sncountered In applying

this guidance or Il any other contributing factor indicates & need for changas in this guidance, the contracter is autherized and encouraged to provide
recommended changes; io challenge the guidance or the classification assigned to any infarmation or materkal fumished or generated undsr thls contract;

and to submit any questions for inlerpretation of thls guidance to the officlal identifled below. Panding final decision, the Information involved shall be

handled and protectad at the higheast leval of claesification assigned or racommended. (Flit In as appropriate for the clasgifigd effort. Altach, or forward under
saparala comraspondenca, any documents/guides/axtracts rafarenced herein, Add additional pagses as nagdad to provida complete guidance,)

See attachment 1
Item 17f:
IXO BM

IXO TOSR
8ID Classification Management

14. ADDITIONAL SECURITY REQUIREMENTS.  Requirements, In addltion to ISM raquiremants, are astablisted for his conlract. I |Yaa l X lNu
{ff Yas, identify the pariinent contractugl clausas In tha contract documant Rsslf, or provide an sppropriste statament which identifles the additfonal

requirgmerts. Provide a copy of the raquirements to the cognizant security office. Use frem 13 it addifonal space Iz nesded,)

15. INSPECTIONS. Elements of this conlract are outslde the Inspection responsiblilty of lh-e cognizant sacurlty gHice. ! |‘V'as | X an
(¥ Yo, axplain and Idently spacific arsas or alerments carvad out and the activity responsibla for inspactions. Usa itam 13 if additional spece is na [

16, CERTIFICATION AND SIGNATURE.  Sacurlty requiremants stated heraln are complete and adequala for safeguarding the classHled
Information 1 be releassd or generated under this classified efiort. All queationa shall be referred to the officlal namad below.

a- TYPED NAME OF CERTIFYING OFFIGIAL b. TITLE ¢ TELEPHONE (Intlude Area Code)
J. B. Copeland Contracting Officer for Sequrity Matters 703-526-6631
d, ADDHESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
Defense Advanced Research Projecta Agency (DARPA)
¥ |a cONTRACTOR

3701 N. Falrfax Drive

. SUBCONTRACTOR
X . COGNIZANT SECUR|TY QFFIGE FOR FRIME AND SUBCONTRAGTOR

B.
. /) A
8. SIGNATUR ‘ d. U.5. ACTIVITY REGPONSIBLE FOR OVERSEAS SEGURAITY ADMINISTRATION
X 9, ADMINISTRATIVE CONTRAGTING OFFICE
X ]1. OTHEAS AS NECESSARY

Arlington, VA 22203

' DD 7pﬁm 254 (BACK), DEC 1999 FOREIGN
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~ATTACHMENT #1 TO BAA 04-05

For Block 13

Iterns 10a & 11h, Contractor is authorized the use of secure telephones (STU-III/STE)
with fax. Access to classified COMSEC information requires a final U.S. Government
clearance at the appropriate level. Further disclosure of COMSEC information bya
contractor, to include subcontracting, requires prior approval of the contracting activity.

Item 10j. “FOR OFFICIAL USE ONLY” (FOUQ) is not a classification marking. It
identifies unclassified DoD information that is exempt from public disclosure. It must
not be given general circulation without receiving public release authority in accordance
with Block 12, above. FOUO information will be marked, transmitted, safeguarded and
disposed of in accordance with DoD Reg. 5400.7, dated September 1998,

Item 11c. Classified material generated in support of this BAA shall be classified in
accordance with the source material used or DARPA security classification guidance,
which will be provided by the DARPA program manager. All classified information
received or generated under this BAA is the property of the U.S. Government. At the
termination or expiration of this BAA, DARPA will be contacted for proper disposition
instructions.

Additional;

a. Reports of loss, compromise or suspected compromise shall be provided to the
Contracting Officer for Security Matters, DARPA within 24 hours of the incident, in
addition to the reporting requirements to DSS outlined in the NISPOM.
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